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C[jnh bao! Chi[jn dich botnet
co tén GhostDNS dang chi[m
quy[ln ki[Jm soat hon 100000
router

Nhitng nha nghién cru bJo mat tai cong ty an ninh mang NetLab
c[Ja Qihoo 360 m¢i day vua phat hién ra moét chi[Jn dich ma doc
cé6 tén la GhostDNS da chi[m quy[n diJu khi[Jn c[Ja hon 100
ngan router [J cac gia dinh, thay dQJi thijt 1ap DNS va dung
nhirng trang web d6c hai dJ an c[Jp théng tin nguoi dung.

Tuong tu ma& ddc DNSChanger n[Ji ti[lJng, GhostDNS hoat ddng bang
cach thay d[i thiJt 1ap DNS c[Ja cac thi[Jt bi chiu [nh hu[lng.
Sau d6, k[ t[n cbng sé& diJu hudéng truy cap Internet c[Ja nguoi
dung qua cac may ch[] nguy hai va an c[Jp cac théng tin nhay c[Im
nhue tai kho[Jn ngan hang.. c[Ja nguoi dung.
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Wi-Fi Router Hacking Malware

Theo NetLab, hé th{ng GhostDNS s[] dung r[Jt nhi[Ju doan ma khac
nhau d[] do tim mat kh[Ju c[Ja cdc router tir 21 nha s[n xu[Jt khac
nhau. Tham chi, ho con phat hién [J] hon 100 server, h[Ju h[Jt la
trén Google Cloud c6 c[] nhitng doan ma t[n cong dugc thi[Jt k[]
riéng danh cho cac router hoadac firmware c[Ja router bi [Jnh
hu{ing

Ngoai ra, GhostDNS con cé hang loat cac module phu tro d[] quét
trén Internet va tim ra cdc router nam trong nhém bi [nh hu[lng
va cé th[] khai thac. Pac biét, cé6 moét module DNS gi[] mao
chuyén phan gi[Ji tén mi[Jn muc tiéu tlr cac mady ch[] web do K[]
tOn cbng ki[jm soat,

Chua ht, GhostDNS con c6 hang loat cac module phu tro d0 k[
t[n cdng c6 th[] quét trén Internet va tim ra cdc router nam
trong nhém bi [nh hudng va cdé th] khai thac. Pang chi y la mot
module DNS gi[] mao chiu trach nhiém phan gi[Ji tén mi[n muc
tiéu tlr cac may ch[] web do k[J t[Jn c6bng ki[Jm soat.

Theo cac chuyén gia b[Jo mat, ch[] tr 21/9 d[n 27/9, hon 100
ngan router (kho[jng hon 87% la cdc thi[Jt bi tai Brazil) da bi
GhostDNS thao tung. Pang luu y la cdc mJu router c[Ja D-Link va
TP-Link, duoc khd nhi[Ju ngudi dung trong nuéc s[] dung ciing nam
trong danh sach cac router bi [Jnh hu[lng. Tham chi cac thi[Jt bi



do Huawei s[Jn xu[Jt, dang dwoc nhi[Ju nha mang cung c[Jp cho
ngudi dung theo hop d[ng Internet ciing nam trong danh séach
nay.

Duéi day la danh sach cdc router/firmware bi [Jnh hu[lng b[i
GhostDNS.
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Chi[Qn dich GhostDNS 1a mét mQJi nguy him that su cho nguoi
dung bJi né c6 quy mdé 1lén, qua trinh t[n cb6ng tu déng véi
nhiJu phuong phap t[n c6ng khac nhau.

Theo khuy[jn cao c[]a cdc nha nghién citu, nguwoi dung nén ch(]
dong b[Jo vé router tai gia dinh c[]a ho bang caéch cap nhat
firmware méi nh[Jt, dJi mat kh[JQu manh va phitc tap, thay dJi cac
dia ch[] IP mac dinh trong mang noi bo, dung t[Jt tinh nang qu[in
tri tir xa (remote administration), va ch[] s[] dung cdc DNS dang
tin cay cho router hoac hé di[Ju hanh.



